The Design of the OpenBSD Cryptographic Framework

Angelos D. Keromytis Jason L. Wright Theo de Raadt
Columbia University OpenBSD Project OpenBSD Project
angel os@cs.columbia.edu jason@openbsd.org deraadt@openbsd.org

Abstract

Cryptographidransformationgrea fundamentabuild-

ing block in mary securityapplicationsand protocols.
To improve performanceseveral vendorsmarket hard-
wareacceleratocards.However, until now nooperating
systenprovidedamechanisnthatallowedbothuniform

andefficient useof this new type of resource.

We presentthe OpenBSD CryptographicFramavork
(OCF), a servicevirtualization layer implementedin-
side the kernel, that provides uniform accesgo accel-
eratorfunctionality by hiding card-speci c details be-
hind a carefully-designed\PI. We evaluatethe impact
of the OCFin avariety of benchmarksmeasuringver
all systemperformanceapplicationthroughputandla-
teng, andaggreatethroughputwhenmultiple applica-
tionsmake useof it.

We concludethatthe OCF is extremelyef cient in uti-

lizing cryptographicacceleratofunctionality, attaining
95% of the theoreticalpeak device performance,and
over 800 Mbit/sec aggreate throughputusing 3DES.
We believethatthis validatesour decisionto optfor ease
of useby applicationsandkernelcomponentshrougha

uniform API, andfor seamlessupportfor new accel-
erators. Furthermore,our evaluation pointsto several

bottlenecksn systemandoperatingsystemdesign:data
copying betweeruserandkernelmodesPCl bussignal-
ing inef ciency, protocolsthatusesmall dataunits,and
single-threadedpplications. We offer several sugges-
tionsfor improvementsanddirectionsfor futurework.

1 Intr oduction

Today's computing systemsare usedfor applications
suchaselectroniccommercetele-collaboratiorof vari-
oustypes,andevolving peerto-peersystemspftencon-
taining sensitve information. Security in thesesys-
temsdepend®n severalmechanismghatutilize crypto-
graphicprimitivesasa basicbuilding block. Suchcryp-
tographicprimitives can be very comple [2] because

the designof thesesystemss intendedto impedesim-
ple, brute-forcecomputationahttacks.This complexity
drivesthebeliefthatstrongsecurityis fundamentally in-
imical to goodperformance.

This belief hasled to the commonpredilectionto avoid

cryptographyin favor of performancg22]. However,

the foundationfor this belief is often software imple-
mentation[8] of algorithmsintendedfor ef cient hard-
ware implementation. To addressthis issue, vendors
have beenmarketing hardware cryptographicacceler
atorsthat implementseveral cryptographicalgorithms
usedby securityprotocolsand applications. However,

modernoperatingsystemslack the necessarysupport
to provide efficient accesgo suchfunctionality to ap-
plications and the operating systemitself through a
uniform API that abstractsaway device details. As

a result, acceleratorsare often useddirectly through
libraries linked with applications, typically requiring
device-speci cknowledgeby the applicationsandpre-
ventingthe operatingsystemitself from easily utilizing

suchhardware.

We presentthe OpenBSD CryptographicFramavork
(OCF),aservicevirtualizationlayerimplementednside
the kernel, that provides uniform accesgo accelerator
functionality by hiding device-speci ¢ detailsbehinda
carefully-designeddPI. The abstractionintroducedal-
lows usto easilysupportnew hardwareacceleratorand
enableapplicationsto useary suchacceleratowithout
device-speci cknowledge.Furthermorethisintermedi-
atelayerdoesnotundulyimpactperformanceasis com-
mon when suchabstractionare introduced. The OCF
hasbeenin usewith OpenBSD|[5] for over threeyears
andhasprovenstableandef cient in practice. It offers
featuressuchasload-balancingacrossmultiple acceler
ators, sessionmigration, and algorithm chaining. We
describethe changesve madeto the OpenBSDkernel
and applicationsto take advantageof the OCF In pre-
viouswork [18] we presented preliminaryanalysisof
theimpactof hardwareacceleratioron network security
protocols,without describingthe OCF itself in ary de-
tail. Here,we evaluatetheimpactof the OCFin avariety
of micro-benchmarkaneasuringverall systemperfor



mance,applicationthroughputand lateng, and aggre-
gatethroughputvhenmultiple applicationsisethe OCE

Ourevaluationshowvsthat,despitets additionin thesys-
tem asa device/servicevirtualizationlayer, the OCF is
extremely ef cient in utilizing cryptographicaccelera-
tor functionality, attaining95% of the theoreticalpeak
device performance.n anothercon guration, we were
able to achiese a 3DES aggreate throughputof over
800 Mbps, by employing a multi-threadedapplication
and load-balancingacrossmultiple accelerators. Fur-
thermoreuseof hardwareacceleratorsanremove con-
tentionfor the CPUandthusimprove overall systenre-
sponsvenessandperformancdor unrelatedtasks. Our
evaluationallowed usto determinghatthe limiting fac-
tor for high-performanceryptographyin modernsys-
temsis datacopying and the PCI bus. Furthermore,
small data-luffers should be processedn software if
possible freeinghardwareacceleratorso handlelarger
requestghat betteramortizethe systemand PCI trans-
actioncosts. On the otherhand,multi-threadingresults
in increaseditilization of the OCF, improving aggregate
throughputWe make recommendation®r futuredirec-
tionsin architecturalplacemenbf cryptographicfunc-
tionality, operatingsystemprovisions, and application
design,and discussseveral improvementsand promis-
ing directionsfor futurework.

The framewvork has been in use with IPsec since
OpenBSDZ2.8, althoughit continuesto evolve in re-
sponsdo new requirementsPublic-key supportandthe
/dev/crypto interfacewereintroducedin alaterversion.
The OCFhasalsobeenportedto FreeBSDandNetBSD,
andwe areworking on Windows andLinux versions.

Paper Organization Section2 discusseselatedwork.
Section3 describeghe OCF's designandimplementa-
tion, while Section4 discussedts useby varioussub-
systemsand applications. In Section5, we evaluate
the framework's performanceand discusssomeof the
resultsand potentialimprovementsand future work in
Section6. Section7 concludeghe paper

2 RelatedWork

As interestin securityis currentlyin anupswing,recent
work hasbeenexamining the overall performancam-

pactof securitytechnologiesn real systems.Work by

Coarf, et al. [4] hasfocusedon the impact of hard-
ware acceleratorgn the context of TLS web seners
using a trace-basednethodology and concludesthat
thereis someopportunityfor accelerationbut giventhe

choice one might prefer a secondprocessorasit also
assistswith the substantia(andperhapsiominant)non-
cryptographicmverheads[18] providessomebasicper
formancecharacterizationsf IPsecaswell asothernet-
work securityprotocols.andtheimpactacceleratiorhas
on throughput. The authorsconcludethat the relative
cost of high-gradecryptographyis low enoughthat it
shouldbethe default con guration.

Therehasbeena considerableamountof work on the
enhancementf systemperformancehroughthe addi-
tion of cryptographichardware[2]. This earlywork was
characterizedy its focus on the hardware accelerator
ratherthan its implications for overall systemperfor
mance.[24] beganexaminingcryptographicsubsystem
issuesin the context of securinghigh-speechetworks,
andobseredthatthe bus-attachedardswould be lim-
ited by bus-sharingwith a network adapteron systems
with asinglel/O bus. A secondssuepointedoutin that
time frame[20] wasthe costof systemcalls,andathird
[21, 23, 7, 17] the costof buffer copying. Theseissues
arestill with us, andcontinueto requireaggressie de-
signto reducetheirimpacts.

[25] describesan API to cryptographicfunctions, the
main purposeof which is to separatecryptographidi-
brariesfrom applicationsthusallowing independende-
velopment. Our serviceAPI is similar at a high level,
althoughseveral differenceswere dictatedby the need
to supportactualhardware acceleratorandallow it to
be usedef ciently by protocolssuchasIPsecandSSL,
aswe discusgn Section3. Otherwork includesthe Mi-
crosoftCryptoAPI[17], GSS-API[16] andIDUP-GSS-
API [1], PKCS#11[14], SSAPI[26], andthe CDSA
[19]. Theseare primarily intendedfor useby applica-
tionsthatalsorequireauthenticationauthorizationkey
managemenand other higher level security services.
Our work focuseson low-level cryptographicopera-
tions, providing a simple abstractioriayerthatdoesnot
signi cantly impactperformancegomparedo adevice-
speci c approach.

[10] describesan open-sourceryptographiccoproces-
sor, focusingon protectingkeys and other sensitve in-
formationfrom tamperingoy unauthorizedpplications.
The authorextendsthe cryptlib library to communicate
with the co-processor While he discusseseveral op-
tions for hardwareacceleratiorandidenti es somepo-
tential performancebottlenecks,it is mostly a quali-
tative analysis. That work is extendedin [9], which
presents comprehensie cryptographicsecurityarchi-
tecture ,againfocusingprimarily on preservinghe con-
dentiality of users' (and applications') cryptographic
keys. We are interestedin a much simpler problem:
how to accelerateryptographicoperationsn ageneral-



purposeoperatingsystemusing hardware available in
the market and with minimal modi cations to the ker-
nel, libraries,andapplications.

NetBSDusesthe dmover facility, which providesanin-
terfaceto hardware-assistedatamovers. This canbe
usedto copy datafrom onelocationin memoryto an-
other, cleararegion of memory Il aregion of memory
with a pattern,and performsimple operationon multi-
ple regionsof memory suchasXOR, without interven-
tion by the CPU.

3 The Cryptographic Framework

The OpenBSD cryptographic framework (OCF) is

an asynchronous service virtualization

layer inside the kernel, that provides uniform access
to hardware cryptographicacceleratocards. The OCF

implementstwo APIs for use by other kernel subsys-
tems, one for useby consumers (other kernel subsys-
tems)andanotherfor useby producers (crypto-cardde-

vice drivers). The OCF supportstwo classesof algo-

rithms: symmetric(e.g., DES, AES, MD5) and asym-
metric(e.g., RSA).

Symmetric-algorithir{e.g., DES, AES, MD5, compres-
sion algorithms, etc.) operationsare built aroundthe
conceptof the session, sincesuchalgorithmsare typi-

cally usedfor bulk-dataprocessingand we wantedto

take advantageof the session-cachinfgaturesavailable
in mary accelerators.Asymmetricalgorithmsare im-

plementedasindividual operations:no sessiorcaching
is performed. Sessioncreationand teardavn are syn-
chronousoperations.

The producerAPI allows a driver to register with the
OCF the variousalgorithmsit supportsand ary other
device characteristicge.g., supportfor algorithmchain-
ing, built-in randomnumbergenerationgtc.). The de-
vice driver alsoregistersfour callbackfunctionsthatthe
OCF usesto initialize, use, and teardavn symmetric-
algorithm sessionsandto issueasymmetric-algorithm
requestsThedriverscanalsoselectvely de-registeral-
gorithms, or remove themselesfrom the OCF (e.g., a
PCMCIA cardthatis ejected). Any sessionsisingthe
defunctdriver (or algorithm)aremigratedto othercards
on-demandi.e., asthe next requestfor that sessiorar-
rives). Registrationandde-ragistrationcanoccurat ary
time; typical device driversdo soat systeninitialization
time. Driverscall the crypto_done() andcrypto_kdone()
routinesto notify the OCF of completedsymmetricand
asymmetricgequeststespectiely. A brief descriptiorof
the APl is givenin AppendixA.

In additionto ary hardwaredrivers, a software-crypto
pseudo-drer registersa numberof symmetric-ley al-

gorithmswhenthesystemboots.The pseudo-dreracts
asa last-resorfprovider of cryptoservicesary suitable
hardware acceleratomwill be treatedpreferably How-

ever, the kernel doesnot implementasymmetricalgo-
rithms in software, for performancereasonswe shall
seein Section4.2how we handlethese.Usinga generic
API for crypto driversallows us to easily add support
for new cards. We brie y discussthesedriversin Sec-
tion 3.1.

To usethe OCF consumersrst createa sessionwith
the OCFusingcrypto_newsession(), specifyingthealgo-
rithm(s) to use,modeof operation(e.g., CBC, HMAC,
etc.), cryptographickeys, initialization vectors, and
numberof rounds(for variable-roundalgorithms). The
OCF supportsalgorithm-chainingj.e., performingen-
cryptionandintegrity-protectionin oneoperation.Such
combinedoperationsare usedby practically all data-
transfersecurityprotocols.At session-creatiotime, the
OCF determineswhich cardto usebasedon its capa-
bilities and createsa sessionby calling its newsession
method,provided at device-reggistrationtime. Whenthe
sessioris not neededcrypto_freesession() freesary al-
locatedresources.

For the actual encryption/decryption,consumersuse
crypto_dispatch(). Theargumentgo thisincludethedata
to be processeda copy of theparametersisedto initial-
ize the sessionconsumeiprovided opaquedata,anda
callbackfunction. Thedatacanbe providedin the form
of mbufs (linked lists of databuffers, usedby the net-
work subsystento store paclkets)or asa collection of
potentially non-contiguousnemoryblocks, called uio.
The caseof a singlecontiguousdatabuffer is handledas
auio. Althoughmbufs arealsoa specialcaseof uio, we
addedspecialsupportto allow for someprocessingp-
timizationswhenusingsoftwarecryptography Further
more,theissuerof arequestanspecifywhetherencryp-
tion shouldbe donein-place,or the encrypteddatamust
bereturnedon a separatéuffer. Variousoffsetsindicate
whereto startandendtheencryptionwhereto placethe
messageauthenticatiorcode(MAC), andwhereto nd
theinitialization vector(if alreadypresenbn thebuffer)
or whereto write it onthe outputbuffer.

The requestis queuedand crypto_dispatch() immedi-
ately returnsto the consumer The crypto kernelthread
is periodicallyinvoked by the scheduleanddispatches
all pendingrequestgo theappropriatgroducerslt also
handlesall completedrequestsby calling the speci ed
callbackfunctions. It thenreturnsto sleep,waiting for
morerequestsAs aresultof the OpenBSDkernelarchi-
tecture(commonin mostnon-SMPkernels),the thread



is notpreemptabldy userprocesseslthoughhardware
interruptsare still handled. Currently the threadmust
operateat a high priority to avoid synchronizatiorprob-
lems. Whenusingthe software pseudo-dnier, this can
causesigni cantlateng in applicationschedulingandin
low-priority kerneloperationsalthoughthe sameprob-
lem manifestedoeforethe migrationto OCF, whenen-
cryptionwasdonein-bandwith IPsecpaclket processing.

Oncethe requestis processedthe crypto threadcalls
the consumeissupplied callback routine. If an error
has occurred,the callbackis responsiblefor any cor
rective action. Sessionmigration is implementedby
re-creatingthe sessionusing the initial parametergo
crypto_newsession(), which accompaw all requestsas
we alreadymentioned.The error EAGAIN is indicated
to the callbackroutine, which re-issueghe requestaf-
ter recordingthe new sessiomumberto be usedsothat
subsequentequestsare correctlyrouted. Including the
initialization datain eachrequestlsoallows usto easily
integrate cardsthat do not supportthe conceptof ses-
sion: thedriver simply passeall necessarynformation
(data,algorithmdescriptionsandkeys) to the cardwith
eachrequest. The opaquedataare simply passedack
to the consumemunmodi ed by the OCF; they areused
to maintainany additionalinformationfor theconsumer
thatis relevantto the request.We shall seean example
in Sectiord.1.

Asymmetric operationsare handled similarly, albeit
without supportfor the concepbf sessionThe parame-
tersin this caseincludeanarrayof parameters;ontain-
ing thealgorithm-speci cbig-integers.

When multiple producersimplementthe same algo-
rithms,the OCF canload-balancesessionsicrosgshem.
This is currentlyimplementedby simply keepingtrack
of the number of sessionsactive on each producer
At sessionsetup, the OCF picks the producerwith
the smallestnumberof active sessions. The software
pseudo-dreris currentlynever usedin load-balancing.
We evaluatethe effectivenessf this simple schemen
Section5.4. We discusspossiblefuture improvements
in Section6.4.

3.1 DeviceDrivers

The driversfor the variouscrypto devicesmustbe able
to copewith awide varietyof hardwaredesigndecisions
(and bugs) madeby the manufcturers. Thesedrivers
registerthe algorithmssupportecby the device andex-
porttheappropriatecallbackfunctionsto the OCE

The hifn driver supportghe Hifn 7751,7811,and7951
chipsand containsaround3,000lines of codeanddef-

initions. The driver supportsthe symmetricoperations
and hashesavailable on all thesechips. Additionally,
it supportsthe random-numbegeneratorsvailable on
the 7811and 7951, but doesnot supportthe public key
unitonthe 7951;thelatterwasclearlydesignedor SSL
senerimplementationsasit requiresa large amountof
CPU-intensre initialization which canbe precomputed
and usedrepeatedlyon a sener but not a client. All
thesechips supportcopying-throughheaderand trailer
datato thedestinatiorbuffer, andincludefull supportor
scattergathen/O. Unfortunatelythereis no easywayto
coalesceénterruptsonthis chip, which generatesnein-
terrupt per operation,resultingin considerablesystem
overhead. Anotherimportant detail is that all of the
Hifn symmetriccrypto chips poll their descriptorrings
in mainmemoryfor datato process.

Thenofn driver supportshe Hifn 7814,7851,and 7854
chips (also known as HIPP1 paclet processors).Cur-

rently, thereis nosupporfor thesymmetricunit onthese
chips. Fitting theseinto the currentframework is not
currentlydonebecausehey aredesignedo replaceal-

mostall of the IPsecprocessingIV generationMAC

checking,replaywindow handling,etc.). In the future,
we intendto add supportfor the IPsecunit by addinga
combined-clasalgorithmandcheckingfor thisin IPsec.
Ontheotherhand,the public-key unit is almostexactly
the sameasthe Hifn 6500describedelow.

Thelofn driver supportghe Hifn 6500chip, which con-
tainsa public-key unit anda random-numbegeneratar
This chip is essentiallya simple big-numberarithmetic
logic unit (i.e., it isan ALU capableof performingop-

erationson 1024-bitregisters). Unlike all of the other
chips, the 6500 is not a bus-master(i.e., hasno sup-
port for DMA); instead,registersexist within its PCI

memory-mappedddresspace Becausef theexpense
of modularexponentiationsthe somavhat higherover-

headof writesto thesel/O addressess still smallcom-

paredto doingthe exponentiatiorin software.

The ubsec driver, which supportsthe Broadcom5801,
5802, 5805, 5820, 5821, and 5822 chips, consistsof

slightly lessthan3,000linesof codeandde nitions. The

symmetric-cryptaunitson all of thechipsarevery sim-

ilar, but the 580 seriesand 582« seriesrequirediffer-

ent formatting for the big numberson the asymmetric
unit. Thesechipssupportinterruptcoalescingy chain-
ing several commanddogether and scattergatherl/O.

Unlike Hifn, thesechipsdo not poll mainmemory

We have a variety of other device driversin various
stagesof completion. We are aware of otherandmore
modernproductsfrom avariety of vendorsput mary of
themarehesitanto give ustheinformationwe need.



4 Useof the OCF in OpenBSD

In this section,we discusshow we extendedparts of
OpenBSDio make useof the OCF services.

41 |Psec

The IP Security Architecture[12], as speci ed by the
InternetEngineeringraskForce(IETF), is comprisef

a setof protocolsthat provide dataintegrity, con den-

tiality, replay protection,and authenticatiorat the net-
work layer. At the lowestlevel of the IPsecarchitec-
ture residethe dataencryption/authenticatioprotocols,
AH and ESP Theseare the “wire protocols; usedfor

encapsulatinghe IP pacletsto be protected.They sim-

ply provide a format for the encapsulationthe details
of the bit layout are not particularly importantfor the
purposesof this paper Outgoing paclets are authen-
ticated, encrypted,and encapsulategust before being
transmittedandincomingpaclketsaredecapsulatedier-

i ed, anddecryptedimmediatelyuponreceipt. These
protocolsare typically implementedinside the kernel,
for performancendsecurityreasons.

IPsecwasthe rst consumeif the OCFservices.The
original implementatiorof the OpenBSDIPsecwasde-
scribedin [13]. Here,we give a brief overview andthen
describehe modi cations we hadto maketo it to allow
useof the OCE

In the OpenBSDkernel, IPsecis implementedas a
pair of protocolssitting on top of IP. Thus, incoming
IPsecpaclets destinedto the local host are processed
by the appropriatelPsec protocol through the proto-
col switch structureusedfor all protocols(e.g., TCP
andUDP). The selectionof the appropriateprotocolis
basedon the protocolnumberin the IP header The SA
neededto processthe paclet is found in an in-kernel
databaseisinginformationretrievedfrom the paclet it-
self. Oncethe paclet hasbeencorrectlyprocessedde-
crypted,integrity-validatedgtc.), it is re-queuedor fur-
therprocessindy the P module,accompaniedy addi-
tional information (suchasthe factthatit wasreceved
undera speci ¢ SA) for useby higherlevel protocols
andthesocletlayer.

Outgoing paclets require somevhat different process-
ing. Whenapacletis handedo thelP modulefor trans-
mission (in i p_out put () ), a lookup is madein the
Security Policy DatabasgSPD) to determinewhether
that paclet needsto be processedy IPsec. The deci-
sionis madebasedon the source/destinatioaddresses,
transportprotocol,and port numbers.If IPsecprocess-
ing is neededthe lookupwill alsospecifywhattype of

SA(s) to usefor IPsecprocessingf the paclet. If no
suitableSA exists, the key-managemerdaemoris noti-
ed to acquireone. Otherwise the pacletis processed
by IPsecandpassedo i p_out put () againfor trans-
mission.Thepaclketalsocarriesanindicationasto what
IPsecprocessingpasalreadyoccurredo it, to avoid pro-
cessindoops.

In the original IPsecimplementationall cryptographic
operationswere done in-bandwith paclet processing.
This meantthat a lot of time was spentperforming
symmetric-ley encryptionin the kernel. To make useof
the OCF, we split theinputandoutputprocessingpaths.
For example,let us considerthe casewhereip_output()
determinegby consultingthe SPD)that a packet must
be IPsec-protectedlt thencalls ipsp_process_packet(),
which handlesall IPsec outbound-packt processing.
After handling encapsulationissues,this routine calls
the appropriate‘wire protocol” outputroutine. In the
ESPprotocolprocessingthe original esp_output() rou-
tine wasbrokenup in esp_output() andesp_output_cb().
esp_output() does all the data marshalingand ESP
heademanipulationconstructs cryptorequestpasses
it to the OCF and simply returns. Executionreturnsto
ip_output() with anindicationthattheoperationvassuc-
cessful.

Once the OCF processesthe request, it calls
esp_output_ch(), a pointer to which is included in
the requestitself. The callbackroutine completesthe
ESP protocol processingby checkingfor ary errors
in the crypto processing(re-queuingthe requestif
the OCF indicatedso), and calls ipsp_process_done(),
the secondpart of the original ipsp_process_packet()
routine. This routine completesliPsec book-keeping,
and calls ip_output() with the new paclet. ip_output()
will thenperforma nenv SPD lookup (making sureno
IPsedoopsoccurt, by examiningthelist of SAsthathave
beenalreadyappliedto the paclet). If necessarythe
output processingecycle will occur again. Eventually
ip_output() will passthe pacletto a network driver for
actualtransmission.

The cases for output AH and IPcomp process-
ing are similar.  Input processingis also similar:
ipsec_common_input() is calledby thenetwork scheduler
for all IPsecpacletsreceved. It locatesthe appropri-
ate SA in the kernel SA databasand calls esp_input().
Similar to the outputcase gsp_input() validateshe ESP
header elds, constructsa crypto request,passest to
the OCF and returns. Oncethe requestis processed,
the OCF will call esp_input_ch(), which will verify the
paclet integrity (by comparingthe value on the paclet
with thatcomputedby the accelerator)tfemove the ESP
headerandpasgshepacletto ipsec_common_input_ch().



Thisroutineperformsfurther sanityandsecuritychecks
onthedecryptedhaclet,andre-queuedt for furtherpro-
cessingy thelP layer. AH andIPcompinputprocessing
is similar, asis the caseof IPsecover IPv6.

Input ESPandAH processingffer oneexampleof use
of the opaquedatapassedvith eachcryptorequestdis-
cussedn Section3. All the cryptographicaccelerators
that supportmessageauthenticationMAC) algorithms
only offer a“forward-compute’mode. Thatis, the card
canonly computethe MAC on the paclet, andit is up
to the operatingsystento verify its validity by compar
ing it with the recevedvalue. Thus,we usethe opaque
datato storethe MA C valuefrom the pacletandinstruct
the OCF to write the new MAC valuein the appropri-
atelocationin the packet— the operationis exactly the
sameasthe outputcase.In the callbackswe simply do
a byte-wisecomparisonof the computedvalue (stored
on the paclet) andthe recevedvalue (storedasopaque
datain therequesitself).

While the codewas not very complicated,therewere
severalminorheadacheasaresultof thisasynchronous
processingnodel. For example,oneproblemwascom-
municatingMTU informationthrougharbitrarily-mary
IPsecSAsto the TCP layer, soasto correctlyfragment
applicationdataandavoid fragmentatioratthe IP layer.
We could not simply updatethe appropriatedatastruc-
tureswith the correctMTU value after the paclet had
beenencapsulatednce,sincewe could not “peek” in-
side the encryption. Fortunately we keepa record of
which SAs have beenappliedto a packet during input
andoutputprocessingThus,on receiptof theappropri-
ate ICMP messageor whenthe IP layerindicatesthat
the paclet is too large to be transmittedwithout frag-
mentationthelist of SAsis traversedandeachSA is up-
datedwith the correctMTU valuebasedon its position
in theSA chain(i.e., the rst SA onoutputwill adwertise
asmallerMTU thanthelastone,thedifferencebeingthe
ESPheadersaindencryptionpadding). The next paclet
that tries to traversethe chainwill encountera correct
MTU value.

4.2 [dev/crypto

Building on our experiencewith the IPsecimplemen-
tation, we turn our attentionto exporting the OCF ser
vicesto userlevel applications.A / dev/ cr ypt o de-
vice driver exists which abstractsll the OCF function-
ality and providesa commandsetthat can be usedby
OpenSSL(or othersoftwarethat uses/ dev/ crypt o
directly). This interfaceis basedon ioctl() calls andis
thusfully synchronougi.e., applicationscanonly have
onerequestpending)— in the future, we intendto al-

low processeto issuemultiple requestsBoth symmet-
ric and asymmetricoperationsare permittedusing this
framawork; wewill rst describehesymmetriccompo-
nent.

Similarto theunderlyingOCE, this usesa session-based
model, since the generalcaseassumesghat keys will
be reusedfor a sequencef operations. After opening
the/ dev/ cr ypt o device andgaininga le descrip-
tor f d, the callerrequestghata new sessiorbe created
with Cl OCGSESSI ON for a certaincryptographicop-
eration,andspeci esall relatedparameterge.g., keys).
Similar to the OCF, a singlesessiorsupportsboth a ci-
pheranda MAC, aswe are simply exporting the same
functionality availableto the kernel. CI OCGSESSI ON
returnsa sessionidenti er that canthen be reusedre-
peatedlyfor subsequenbperations. Whenthe session
is no longerneeded,t canbe revoked using Cl OCF-
SESSI ON. Many sessionscan be requestedagainsta
single le descriptorfd; all sessiondollow a particular
fd throughfork() andexec() calls,andarenot otherwise
visible to otherprocessesOhviously, thelastclose() on
fd destrgs all thesessions.

If the requestcannotbe satis ed usinghardwareaccel-
erators,the kernelwill returnan error of EI NVAL, so
the caller canfall backto a software implementation.
We consideredaddinganioctl() thatdescribeshe abili-
tiesof theavailablehardware,allowing anapplicationto
determindf the neededalgorithmis supportedy look-
ing at a list. However, numerousother variablesexist
(key sizes,block sizes,alignment)which might be dif-
cult to describe. For the time being, we have punted
on thisissue.However, when rst called,the OpenSSL
enginewill enumeratall OCF-supportealgorithms.It
doesso by issuinga Cl OCGSESSI ON requesfor each
algorithmit supportdn software,andcacheghe result.
If analgorithmis not provided by the OCE, the library
will useits softwareimplementatior(in reality, the ker-
nel will admitthatit supportscryptographicalgorithms
thatit implementdn software,andOpenSSlwill make
useof themasif they wereimplementedby hardware,
unlessa sysctl variableis setto prohibit this, which is
thedefault setting).

Oncea sessions establishedblocks canbe encrypted
or decryptedusingthe Cl OCCRYPT ioctl(). Eachtime

this is used,the caller can specifya new IV or MAC

informationthatthey wishto fold into theoperationIn-

putandoutputbuffersarespeci edvia separat@ointers,
but they canpointto the samebuffer for in-placeencryp-
tion. Naturally, the datasizeprovidedby the callermust
beroundedo thedefault block sizeof thealgorithmbe-
ing used.A datasizelimit of 262,140bytesexistsatthe
moment,to hide a similar limit foundin somechipsets.



In the future, we may supportlarger blocksby splitting
operationsnto smallerchunks.

The userland datablocks are copiedinto memoryal-

locatedinside the kernel addressspace. This datais

formattedinto uio blocks as mentionedin Section3.

The OCFis thencalledto performthe operationusing
theinitialization informationstoredin the applications

/ dev/ cr ypt o session.If the operationis successful,
the resultsare copied back to the applicationbuffers.

Obviously, the cost of thesetwo copiesis higher for

largerblock sizes,aswe shallseein Section5.4. In the

future, we hopeto usepage ipping for larger blocks
whenthekernelmemorysubsystensupportghis.

For asymmetricoperationsno sessioris required. The
Cl OCKEY ioctl() is usedin an atomicfashionfor each
individual operation. Five operationsare provided,
with CRK_LMOD_EXP beingthe mostimportant. Support
for the others, CRK_MOD_EXP_CRT, CRK_DSA_SI GN,

CRK_DSA_VERI FY, and CRK_DH.COMPUTE_KEY has
notyetbeencompleted Eachof thesehasanoperation-
speci ¢ numberof input and outputparametersyhich

arealwaysa paclkedbyte arrayof big integers. The par

ticular format we chosefor theseparametersnalesit

easyto interfaceto OpenSSL‘bignums; andto mostof

theearly hardwarewe hadaccesgo.

Presently OpenBSDlacks cloning devices. Therefore
a cumbersomeprocedurefor opening/ dev/ crypt o
must be followed. After the initial open() call, the
caller mustuseioctl() to retrieve a le descriptor(fd)
to use,thenperformall operationsagainstthis replace-
mentfd. This replacemenfd is a unique perprocess
descriptor while the initially-openedone would natu-
rally be sharedbetweenall callers. Without suchse-
mantics thefork() and_exit() systemcallsdo not exhibit
theexpectedsemanticsvith respecto le-descriptorin-
heritanceand closing. Justas bad, we would end up
with all processeableto seeanduseeachother's keys.
When cloning devices are implementedin OpenBSD,
we will changethe userlevel code (mostly OpenSSL)
to nolongerusethis complicatedprocedurebut theker-
nelwill retainit for backwardcompatibility While writ-
ing this code,we raninto numerousstrangeanddif cult
resource-managemeissuedor sessiorteardavn.

It should also be noted that applications using
/ dev/ cr ypt o mustensurethey useioctl() with the
F_SETFD commandon the crypto descriptorto ensure
thatthe“close-on-&ec” ag is set.Otherwisechild pro-
cessewill inheritunwanteddescriptorswhichis botha
securityandaresource-ghaustionconcern.

4.2.1 OpenSSL Enhancements

In the past,programmersising OpenSSL(or its prede-
cessor SSLeay)directly calledthe genericcrypto rou-
tinesasthey existedfor eachalgorithm. More recently
programmersave beerencouragetb usetheEVP layer
for dealingwith symmetricalgorithms. This provides
a session-basethodel much like the / dev/ crypt o

layerdescribedn theprevioussection.Applicationslike
OpenSSHmod_ssl (the ApacheSSL modulewe use),
andsendmail have maturedo usetheseinterfaces.

Newer OpenSSLcode-basesontainan “engine” com-
ponent. This allows asymmetricalgorithmsto be di-
rectedto a hardware driver; a numberof stub func-
tionsareprovidedwhichtypically interfacewith vendor
speci ¢ sharedibrariesto actuallydo the operationon
the vendors accelerator Many of thesesubsystem-
teractbadly and do not considerthe effects of chroot()
or otherstrangeJnix behaiors, resultingin weaksecu-
rity models.Sincewe run Apachein a chroot()'ed envi-
ronmentin which thereexistsno /dev/crypto device, we
modi ed it to performall necessarynitializationsprior
to being sandbord. We wrote our own enginemod-
ulesthatinteractsdirectly with /dev/crypto, withoutary
of thesesurprises.Symmetricoperationdrom the EVP
layer aredirectly mappednto OCF requests.One ma-
jor weaknesss that the EVP layer hasno conceptof
bundlingalgorithms.Thus,protocolsthatuseencryption
andMAC on amessagesuchasTLS and SSHversion
2, sequentiallyissuetwo separateequestso /dev/crypto
throughthe EVP layer, resultingin unnecessargontext
switches,datacopying, and DMA transactions.Thus,
the EVP layer currentlydoesnot passMAC operations
to the OCE

5 PerformanceEvaluation

In this section,we analyzethe performancef the cryp-
tographicframewvork. We have ran a seriesof micro-
benchmarkghat allowed us to determinethe limits of
theframewvork andpotentialdirectionsfor improvement.
We usethe OCF for simple cryptographictasks,com-
paringdifferentcryptographiacceleratorsvith thecase
of pure-softvare encryption,and provide a costbreak-
down. We alsoattemptto quantifythebene tsto behad
by the systemat large, when off-loading cryptographic
operationsto hardware accelerators.Finally, we eval-
uatethe load-balancingieatureof OCF, by simultane-
ouslyusingmultiple acceleratoren the samemachine.



51 Testbed

For our tests,we usetwo identicalmachines.The ma-
chineshave 1.4 Ghz Pentiumlll processoron Tyan
ThunderHEsI-T motherboards. These motherboards
have three independenPCl busses: 32bit/33Mhz/5V
64bit/66Mhz/5Vand64bit/66Mhz/3.3VTheboardause
512MB of 133MhzregisteredSDRAM andarebasen
the SenerWorks HESL chipset. We placedthe crypto
card being testedeither on the 64bit/66mhz/3.3Vbus
or the 32bit/33Mhz/5Vbus, asappropriatefor the card.
Thecryptocardswe usedare:

e Broadcomb805referencalesignboard(32bit).
e Broadcomb820referencalesignboard(64bit).

e GTGI XL-Crypt (basedon the Hifn 7811 chip)
(32bit).

e NETSEC 7751 (basedon the Hifn 7751 chip)
(32bit).

e Hifn 6500referencalesignboard(32bit).

o Hifn 7814referencadesignboard(64bit).

The Hifn data-sheegives a peak performanceor the
7751 chip of 62 Mbps for encryptionand 110 Mbps
decryption, when using IPsecwith 3DES/SHA1/LZS
(LZS is adata-compressioalgorithm).Whenthe 3DES
enginealoneis used, both encryptionand decryption
throughputare 83 Mbps. Broadcoms web site places
the peakperformanceof the 5820 chip at 310 Mbps of

3DES-SHA1,whenusedin IPsec. Furthermore they

claim8001024-bitRSAsignaturecomputationpersec-
ond.

5.2 OCF Throughput

To determinethe raw performanceof OCF, we usea
single-threadedgrogramthat repeatedlyencryptsand
decryptsa x edamountof datawith varioussymmetric-
key algorithms,usingthe /dev/crypto interface. We run
the test againstall the hardware acceleratordisted in
theprevioussectionaswell asusingthekernel-resident
softwareimplementatiorof the algorithms.We vary the
amountof datato beprocessegperrequestcrosexper
iments. To measurethe overheadof OCF without the
cryptographicalgorithms,we addedto the kernela null
algorithmthatsimply returnsthe datato the callerwith-
out performingary processingTheresultscanbe seen
in Figurel.
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Figure 1. Crypto-hardware performance. The KERNEL-
NULL bar indicates use of the null encryption algorithm.
The KERNEL-DESand KERNEL-3DESbars indicate use of
the software DES and 3DES implementations in the kernel.
The remaining bars indicate use of the various hardware
accelerators. The vertical axis unit is Mbits/second.

We canmalke several obsenationson this graph. First,

even whenno actualcrypto is done, the ceiling of the

throughputs surprisinglylow for small-sizeoperations
(64 bytes). In this case,the measuredost consistsof

theoverheadf systemcall invocation,argumentvalida-

tion, andcrypto-threadscheduling As largerbuffersare
passedo the kernel, the throughputincreasesdramat-
ically, despitethe increasingcost of memory-copging

larger buffers in and out of the kernel. Whenwe use
1024-byte buffers, performancein the no-encryption
casejumps to 420 Mbps; for 8192-bytebuffers, the

framawork peaksat about600Mbps.

Notice however that this peak correspondgo a single
processssuingcryptorequestsThis processs blocked
aftereachrequestthe schedulecontect-switchego the
cryptothread(which wasblockedwaiting for requests),
the null algorithm executesand the completedrequest
is passedbackto the /devicrypto driver, which wakes
up the blocked userlevel process. If mary processes
areissuingrequeststhe crypto threads requestqueue
will containmultiple requests.Whenwe run multiple
processesachwill queuearequesi{andbeblockedby
/dev/crypto); the cryptothreadwill processall thesere-
qguestsin a urry of actiity, andcauseall processeso
wake up in synchroty. The crypto threadwill thengo
backto sleep while eachof the processewvill issuean-
otherrequest.This cycle repeatdor the durationof the
experiment.As a result, moreprocessesisingthe OCF
resultin increaseaggreatethroughputsimultaneously
increasinghe averageprocessindatengy.

Thesebuffer sizesare closeto the typical sizesof re-



guestsissuedby someof the most-commonlyusedap-
plications:

e SSH keyboardinput resultsin mary smallrequests
(so we are closeto the 64-byte case);responses
from the sener arelarger, but not considerablyso.
When X forwardingis used,we canoccasionally
getlargerbuffers.

e SCP/SFTP issuelargerrequestsOpenSSHa pop-
ularimplementationusesrequest®f 4 KB.

e SSL/TLS alsoissuelarge requests.The maximum
sizeof an SSLrecordis 16 KB, but canbe lessif
(optional)compressiolis used.

e |Psec processepacletsat the network layer. Such
traf ¢ istrimodal[3]: about40%of pacletsare40—
60 bytes(the vastmajority of thesebeing TCP ac-
knowledgments)with the remaindersplit between
576 bytes(TCP MSSwhenno PathMTU Discov-
eryis used)and1460bytes(whenPathMTU Dis-
coveryis used).

Whenwe usereal cryptographicalgorithms,we notice
thattheperformancef DESdonein softwareis closeto
thatof no encryptionfor small paclet sizes;even3DES
performancds just half of the no-encryptioncase. If
we uselarger buffer sizes,the performanceof software
cryptodonein thekernel(the KERNEL-* labeledbars)
degradesrapidly. Whenwe usehardware accelerators,
we notice two differenttrends. For small buffers, the
performancealegradeswith respecto the softwarecase.
This indicatesthat the additive costsof systemcall in-
vocation, OCF processingandthe 2 PCI transactions
(to/from the crypto cards)dominatethe cost of doing
crypto. However, aswe moveto largerbuffer sizes per
formancequickly improvesastheseoverheadsareamor
tized over largerbuffers, despitethe factthatmoredata
hasto becopiedin andoutof thekernelandoverthePCI
bus. Thus, to improve the performanceof the system
whenapplicationgssuelargenumberof smallrequests,
eitherrequest-batchinghouldbe done,a fasterproces-
sor shouldbe used,or the numberof user/lernelcross-
ingsshouldbeminimized.Whenlargerbuffersarebeing
processedit paysoff to usesomecryptographicaccel-
eratorsalthoughnotall suchcardsareequalin termsof
performance.

Notice that the performanceof DES and 3DES s the
samen eachof the5805and5820cardsithesecardsre-
ally implementonly 3DESin Encrypt-Decrypt-Encrpt
(EDE) mode,andemulateDES by loadingthe samekey
in one of the Encryptand the Decrypt engines(effec-
tively cancelingeachotherout). In contrast,the 7751

seemsto implementtwo separatecrypto enginesfor
DES and 3DES, or usesa shortcutin its 3DESengine.
The 7811seemgo implementdifferentenginesaswell,
but theperformancalifferencebetweerthetwo is notas
pronounced.
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Figure2: RSA signature generation. The horizontal axis
indicates the modulus size, in bits. The vertical axis indi-
cates number of operations per second.

Similarly, we measurethe performanceof OCF for
public-key operations.In this case thereareno kernel-
residentsoftware public-key algorithms. We countthe
numberof RSA signaturegenerationsnd veri cations
persecondfor differentacceleratorandkey sizes(512
to 4096bits, assupportedy theeachcards). Theresults
areshowvn in Figures2 and3.

The Hifn 6500 and 7814 are gearedmore towards
slower, embeddedpplicationssothefactthattheir per
formanceis considerablyorsethansoftwareis not sur
prising. Thenumberof veri cations is muchlargerthan
the numberof signaturegenerationsn unit time. This
is becauseaswith mostcryptolibraries,OpenSSLopts
for smallvaluesfor thepublic partof theRSAkey (typ-
ically, 216 + 1) and correspondinglylarge valuesfor
the privatekey. This causeghe public-key operations
(encryptionandveri cation) to be muchfasterthanthe
private-key operationsgventhoughthey arein principle
the sameoperation(modularexponentiation).

Another interestingobsenation is that the RSA sign
throughputs higherin the softwarecase(seeFigure?2).
This happensbecausehe CPU on the crypto-cardis
slower thanthe host CPU and optimizedfor bit opera-
tions,whichis asusefulfor public key cryptographySo
the “anomaly” in Figure2 is actually expected. How-
ever, aswe mentionedn Section5.1, Broadcomclaims
thatthe5820canperform800RSA sighatureoperations
persecondwith 1024-bitkeys. In our casewe only see
slightly over 100. Therearetwo explanationsfor this.
First, we areunderutilizing the 5820: thereis only one
threadissuing RSA sign operationswhich is blocked
waiting terminationof eachrequestOncethe cardcom-
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Figure3: RSA signature verification. The horizontal axis
indicates the modulus size, in bits. The vertical axis indi-
cates operations per second.

putesthe signaturejt hasto wait for the crypto frame-
work to wake up theblocked processthenthe scheduler
to context-switchto it, theprocesgo issueanioctl() call
to getthe results,and thenanotherioctl() call to issue
the next requestwhich is placedon the crypto threads
gueue. Finally, the schedulethasto context-switch to
thecryptothread.During all thistime, the acceleratois
idle, sincethereis no otherprocesaisingit. Thesecond
reasorfor the highervendorstatedperformances that
theteststhey performedusedthe CRT parameterfor the
RSA operationsyhich make RSA processingonsider
ably faster However, for implementatiorreasonspur
OpenSSlenginedoesnotuseCRT parameteryet.

5.3 System-wide Effects

To determinethe system-widebene ts of of oading
cryptographicprocessingwe run multiple threads(up
to 24) of theopenssl speed benchmarkwith vari-
ousalgorithms,while at the sametime we run a simple
CPUe-intensie job. The CPU*“hog” processconsistof
a small programthat performs232 function calls, each
function call performingan integermultiply operation.
Theelapsedime for the CPUhogprocessvasrecorded
for each(algorithm, number of threads) tuple. Aswe see
in Figure4, thecryptoacceleratorseryeffectively elim-
inate contentionfor the otherwise-sharedesource the
CPU,whetherthecryptoperformeds symmetric(DES,
3DES) or asymmetric(DSA with 1024-bitkeys). The
executiontime for the hog procesgemainsconstantye-
gardlesof the numberof threadsof execution.

54 Load Balancing

Finally, we wish to determinehow well the OCF can
load-balanceryptorequestsvhenmultiple accelerators
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Figure4: Program execution time while multiple threads
perform crypto-operations in parallel. The bars show the
elapsed time in seconds for executing the CPU-bound pro-
cess for different algorithms and numbers of threads.

areavailable,andthe aggreyatethroughputthat canbe
achievedin that scenario.We usea custom-madeard
by Avayathatcontainsfour Hifn 7751 chipsthatcanbe
usedasdifferentdevicesthrougha PCI bridgeresident
on the card. We usemultiple threadsthatissueencryp-
tion requestdor 3DES, andvary the buffer sizeacross
differentruns. The resultsare shovn in Table 1. As
we cansee performanceeaksn the caseof 32 threads
and 16 KB buffersat 320 Mbps, which is over 96% of
the maximumratedthroughputof four Hifn 7751 chips.
Thecardwasinstalledon the 64bit/66MhzPCI bus, but
becausehe chipis a 32bit/33Mhzdevice, themaximum
bustransfemrateis 1.056Gbps.At our peakrate,we use
over 640 Mbps of the bus: 320 Mbps for datain each
direction(to andfrom the card),plusthetransferinitial-
izationcommandsnddescriptoring probing,etc., thus
utilizing over 60% of the PCI bus. Notice thatbecause
thecardusesa PCl bridge,a2-cyclelateng is addedon
eachPCltransaction.

The cardwasinstalledon the 64bit/66Mhzbus because
thesystems 32hit/33Mhzbusexhibitedsurprisinglybad
performanceprobablybecausenary othersystenmcom-
ponentsare found on that bus and likely causecon-
tention: sincethe machineis operatingasit normally
would while this testis beingrun, the scheduleiis ac-
tive, andtwo clock interruptsarebeingrecevedat 100
and128Hz respectiely. Otherdevicesarealsogenerat-
ing their own interrupts.

Anotherpossiblecausds anartifactof thei386 spl pro-
tectionmethod:aregularspl subsystentisableghein-
terruptsfrom a certainclassof devicesattheinvocation
of ansplX() call. For instance,calling splbio() blocks
receptionof interruptsfrom all deviceswhich arein the
“bio” classof devices. On the i386, the registersused



Numberof threads| 16bytes 64 bytes 256bytes 1024bytes 8192bytes | 16384bytes
1 3.06Mbps | 11.45Mbps | 33.15Mbps | 59.49Mbps | 79.19Mbps | 80.75Mbps
2 5.53Mbps | 18.40Mbps | 56.07Mbps | 111.60Mbps | 154.18Mbps | 160.02Mbps
3 6.44Mbps | 23.25Mbps | 71.31Mbps | 152.28Mbps | 229.60Mbps | 238.24Mbps
4 6.83Mbps | 25.77Mbps | 80.91Mbps | 182.65Mbps | 292.15Mbps | 299.33Mbps
32 7.37Mbps | 27.51Mbps | 94.05Mbps | 249.17Mbps | 313.79Mbps | 320.19Mbps

Tablel: Crypto-request load-balancing using a quad-Hifn 7751 card on a PCI 64bit/66Mhz bus.

Numberof threads| 16 bytes 64 bytes 256 bytes 1024bytes 8192bytes | 16384bytes
1 5.42Mbps | 18.88Mbps | 61.94Mbps | 151.95Mbps | 300.88Mbps | 254.79Mbps
32 9.91Mbps | 37.01Mbps | 120.71Mbps | 410.27Mbps | 758.85Mbps | 801.81Mbps

Table2: Crypto-request load-balancing using four 5820 cards on a PCI 64bit/66Mhz bus.

to dointerruptblocking (foundon the programmablén-
terruptcontroller, alsoknown asthe PIC) arelocatedon
the8Mhz ISA bus,whichis whatOpenBSDusesfor in-
terruptmanagemeniasopposedo the APIC).

Worseyet, someoperationson this device requirea 1
usec delay beforetaking effect. To partially mitigate
this extremely high overhead the i386 kernelinterrupt
model insteadmakes the vectorsfor blocked interrupt
routinespoint to a single-deptigueuingfunction which
doesthe actualinterruptblocking at the time of recep-
tion. Whenthe spl is loweredagain,the original inter-
rupt handleris called. However, the 8Mhz ISA busstill
hadto be accessedThis hasthe effect of furtherreduc-
ing the availablebandwidthon the PCl bus. Onesmall-
buffer benchmarlgeneratedver 62,000interrupts/sec;
we believethatthespl optimizationis failing undersuch
load.

Usingfour 5820cardson a 64bit/66MhzPCl busallows

us to achieve even higherthroughput,asshavn in Ta-

ble 2. We shav only the 1 and32-threadeststherestof

the measurement®lloweda similar curve asthe quad-
7751. Performanceealed at over 800 Mbps of crypto
throughput. Using the sameanalysisas before,we are
usingin excessof 1.6 Gbpsof the fast-PClbus, which

hasa throughputof 4.22 Gbps,achiering slightly over
38% utilization of the bus. As we mentionedin Sec-
tion 5.1, the vendorratesthis cardat 310 Mbps. Thus,
the maximumtheoreticalattainablerate would be 1.24
Gbps. We achieve 64.5% utilization of the four cards
in this case.A roughsamplingof CPU utilization dur-

ing theselarge block benchmark®n both cardsshoved
aroundl10,000interrupts/secondyhichis substantiator

aPC.

Investigatingfurther, we determinedthat all four 5820
cardswere sharingirq 11. Thus, it is possiblethat

the culprit is the spl optimizationpreviously mentioned,
at least for the small buffer sizes: the vmstat util-

ity shows us anything from 50,000to 60,000 inter-

ruptspersecondvhenprocessinduffers of 16 to 1024
bytes.Furthermorebecaus®f aquirk in theprocessing
of sharedirq handlers,somecardsexperienceslightly

worseinterrupt-servicdateng: sharedrg handlersare
placedin alinkedlist; if multiple cardsraisethe inter-

rupt atthe sametime, thelist will betraversedfrom the

beginning for eachinterruptraised— andeachirq han-
dlerwill poll thecorrespondingardto determinef the

interruptwasissuedby it. However, xing this quirk or

moving the cardson differentirqg's did not signi cantly

improvethroughput.

When we use 8192-byte buffers, the interrupt count
dropsto 12,000,which the systemcanhandle. In each
of thesecasesthe systemspendsapproximately65% of
its time inside the kernel. Most of this costcanbe at-
tributedto datacopying. However, aswe moveto larger
buffersizeswe nd thesystenspending39%of its time
in the kernel, and only 1.9% in userapplications,for
the caseof 16 KB buffers. The numberof interruptsin
this caseis only 5,600,whichthe systemcaneasilyhan-
dle. The problemhereis thatthereis considerablalata
copyin/copyoutbetweerthekernelandtheapplications;
aggravatingthe situation,while suchdatacopying is in
progressootherthreadcanexecute causinga“convoy”
effect: while thekernelis copying a 16 KB buffer to the
applicationbuffer, interruptsarrivethatcausemorecom-
pletedrequest$o beplacedonthecryptothreads“com-
pleted” queue. The systemwill not allow the applica-
tionsto runagainbeforeall completedequestarehan-
dled, which causemoredatacopying. Thus,the queue
will almostdrainbeforeapplicationswill beabletoissue
requestagainandre Il it. We intendto furtherinvesti-
gatethis phenomenon.



Fundamentallythe datacopyin/copyoutlimitation is in-

herenin thememorysubsystemWe measuredts write-

bandwidthto be approximately2.4 Gbps. Using the
cryptocardswe arein factdoing3 memory-writeoper

ationsfor eachdatabuffer: onecopyin to thekernel,one
DMA from the cardto main memory andonecopyout
to theapplication.NoticethatdataDMA'ed in from the
cardis not residentin the CPU cache,asall suchdata
is considered'suspect”for cachingpurposes.In addi-
tion, thereis anequalamountof memoryreadgcopyin,

DMA in from thecard,copyout). Eachof thosetransfers
representainaggreyateof 800 Mbps. Whenwe ranthe

sametest with three 5820 cards, performanceslightly

improvedto 841.7Mbpsin the caseof 16 KB buffers,

achieving over 90% utilization of thethreecards.In this

case,the memory subsystenis still saturatedjput the

cardscanmore easilygeta PCl-kus grantand perform
the DMA.

6 Discussion

6.1 Cryptography intheKerne

Aswesaw in theprevioussectionthein uence of multi-

threadingon performances strong,which suggestshat
busy seners canmale betteruseof hardware cryptog-
raphy than clients. This supportsthe obsenations of

Dean,et al. [6] thatit may make senseto make cryp-

tographya sharednetwork serviceto achiese the best
cost/performanci asecuresystem.Noticethat,within

the boundarief onehost(operatingsysteminstance),
this is preciselywhat the OCF does. We shouldalso
mentionthat use of a threadedmodelfor applications
involvesan obvious securityvs. implementationcom-
plexity trade-of.

Although the performanceof individual applications
may not improve drasticallywhenusingan acceleratqr
it appearshattheaggregate performancef anumberof
applicationgasmay be the casein a systemwith mary
remotelogin sessionsabusywebsener, oraVPN gate-
way) doesimprove, asa resultof increasedutilization.
Furthermore hardware acceleratorgan give a perfor
manceboostto the rest of the system,aswas seenin
Figure4. Very simply, they eliminatecontentionfor the
CPU,whichis aresourcesharedvy all applicationsand
the operatingsystemitself. Thus, while throughputis
notdrasticallyimproved(andmayin factdegradein cer
tain scenariosyith useof hardwareaccelerationpver-
all systemrutilizationimprovesbecaus¢hemainCPUis
left to performothertasks.

6.2 System Architecture

As we sav in Section5.4, datacopying andthe PCl bus
quickly becomethe limiting factor In practice the sit-
uationis evenworsesincecryptographyis usedin con-
junctionwith eithernetwork securityprotocolsjn which
casehenetwork interfacecard(NIC) contentdor aslice
of the PCl bandwidth,or with lesystem encryption,in
which casehestoragealevice claimsaportionof thebus.
This situationsuggestshat, for maximumperformance,
cryptographicsupportmustbe provided by the individ-
ual devices(e.g., NICs, disk controllers,etc.). Alterna-
tively, cryptographicsupportmustbe locatedelsavhere
in the systemarchitecture(e.g., attachedto the main
CPU, thesystent'north bridge” (asthevideosubsystem
is), or thememorysubsystemAny of theseapproaches,
if implementedcorrectly will improve applicationper
formanceby reducingcontentionfor the PCl bus, but at
the sametime will createnew challengedor operating
systemghathave to supportthesenew devices,suchas
sessiommigrationandfail-over (whichthe OCFsupports
by design,aswe discussednh Section3).

Although the OCF doesnot directly take advantageof
NICs that support IPsec-processingf oading, since
they arenotgeneral-purposeryptographicaccelerators,
we have extendedhelPsecstackto usethem.Thecards
of this type we are familiar with are 100 Mbps full-
duplex Ethernetandit seemgeasonabléo assumehat
they canachievethatperformancegivenourresultswith
dedicatedcryptographicprocessors. Unfortunately at
thetime this papemwaswritten, we did not have enough
informationto write a device driver that could take ad-
vantageof suchfeatures.We are alsonot awareof ary
commercially-&ailable hard drive controllersthat pro-
vide built-in encryptionservices.

6.3 TheEffect of Small Requests

The natureof the challengefor operatingsystemsand
their supportfor cryptographyis clear On every mea-
surementwithoutexception,small-sizeperationgare
muchworsethanthoseperformedon large databuffers.
In somecaseshuffer sizein uencesperformancenore
thanthe choicebetweenrhardwareor software cryptog-
raphy This suggestshatthe peroperationoverheads
very high, andthis is clearfrom the larger datasizes,
which get close to the throughputadwertised by the
boardmanufgcturer which we presumes “best-case”.
In thisrespectpur ndings con rm thoseof [15]. Since
mary cryptographigrotocolsaretransactionain nature
ratherthan bulk transfers,thesesmall dataoperations
will be the commoncase. Enegy shouldbe spenton



reducingtheoverheacdf suchcases.

As we mentionedn Section5.2,thereareseveral possi-
bleapproachesequest-batchindernelcrossingand/or
PCI transactiomminimization, or simply useof a faster
processar Theseare more cost-efective solutionsthan
deploying a hardware acceleratar In situationswhere
bulk data transferis the norm (as may be the case
in the various StorageArea Network technologieur-
rently under consideration)cryptographicaccelerators
candrasticallyimprove performancegspeciallyfor the
more “expensve” algorithmssuchas 3DES. Unfortu-
nately therewere no commerciallyavailable hardware
acceleratordor AES supportedby OpenBSD,so we
cannottcompareghesoftwareandhardwarecasedor that
algorithm. However, recentattacksagainstAES make
likely thecontinueduseof 3DESin mary ervironments.

6.4 Other Optimizationsand Future Work

Smarter load balancing. The load-balancingcur
rently donein OCF, asdiscussedn Section3, is very
simple. It performsload-balancingf sessionshy keep-
ing arecordof the active sessionper producerand se-
lecting the least-loadedne. However, not all sessions
areequialentin termsof processingequirementsan
FTP-orer-IPsecsessionwill usethe OCF moreheavily
than a telnet-over-1IPsecone. Furthermorethe current
schemedoesnot performload-balancindgor public-key
operations.Finally, all producersof cryptoservicesare
considerectqual,in termsof performanceAll theseis-
suespointto severalpotentialimprovementghatcanbe
madeto the OCF

For example, drivers can statetheir peak performance
(experimentally measured,using the vendorprovided
numberspr measurea@tsystenmboottime),andthe OCF
cankeepa recordof the numberof operationsactively
pendingon eachdriver. However, this requiressessions
to be simultaneouslyestablishedn all thesecards;as
thesecardshave a limited amountof memoryfor ses-
sion caching,this approacltis perhapsot optimalfor a
very busy system.Onepotentialsolutionis to allow the
OCF to do dynamicload-balancingof sessionsrepli-
catingandtearingthemdown on additionalcardsbased
on their measuredrafc, by maintainingsessionnfor-
mationinternally. Asymmetricoperationsare easierto
load balance asthey do not dependon the conceptof
thesessionAn additionalbene t of implementingoad-
balancingin this way is that we can let the software
driver handlesmall requestsreducinglateng, anduse
thehardwareproducerdor largerrequestsOnecompli-
cationto thisis thatmary cards(e.g., Hifn) donotexport
internalstatesuchas|Vs or intermediateMAC results,

which makessuchsessiorsharingdif cult.

Algorithm-chaining across cards. It is possiblethat
an OCF consumerneedsto chain togethera number
of cryptographicalgorithms,but no hardware producer
implementsall these. Currently this would causethe
sessiorto be establishean the software pseudo-drer
(which implementsall algorithms). However, by main-
taining sessiorinformationinside the OCE it is possi-
bleto creaté'virtual sessionsacrossnultiple (hardware
andsoftware) producers.In this case the OCF will is-
suemultiple sequentiarequestdo the variousproduc-
ers,invoking the consumerspeci ed callbackroutineat
the end. We have a prototypeof this, but we needto
furtherevaluatethe performancemplicationsandtrade-
offs of doingmultiple PCl transactions.

Asymmetric  Multiprocessing (AMP) support.
There is an increasing number of multi-processor
systems. Most of theseunderutilize the secondary
processar as mary modern tasks are I/O-limited.
Furthermore,it seemslikely that the rst version of
SMP supportfor OpenBSDwill bevery coarse-grained:
only one processor(and process)can be inside the
kernelatatime. An alternatve approachs to designate
the secondaryprocessoras a dedicatedcryptographic
acceleratorthat registerswith the OCF as such. No
specialsupportby the OCF is necessaryand we are
currentlyworking towardanimplementatiorof this.

OpenSSL  support algorithm-chaining with OCF.

As we mentionedin Section4.2, TLS and SSH use
the OCF at the granularity of the algorithm. That
is, if both an encryptionand a messageuthentication
(MAC) algorithm have to be applied on an outgoing
messagethere will be two distinct calls to the OCF
via /dev/crypto. (The samesituationholdsfor incoming
messages.pincethe OCF supportsalgorithmchaining,
thereis no reasonwhy OpenSSLcannottake advantage
of this to reducethe numberof user/lernel crossings.
This requiresmodi cation of the TLS implementation
in OpenSSlandof OpenSSHto supportthis algorithm
chaining. While this is purely an implementatiormat-

ter, thecompleity of the OpenSSLcodeis a signi cant

deterrento progressn this direction.

Minimize number user/kernel crossings and data
copying. In mostpracticalusesof the OCF(especially
in protocolslike TLS or SSH),anapplicationissuesone
or more crypto requestsvia /dev/crypto, followed by a
write() or send() call to transmitthe data. Similarly, a



read() or recv() call is followedby a numberof requests
to /dev/crypto. This implies considerablalatacopying

to andfrom thekernel,andpotentiallyunnecessargon-

text switchingbackandforth. An alternative approach
is to “link” somecrypto context to a soclet or le de-

scriptor (whendoing application-leel le encryption),
suchthatdatasentor recevedonthat le descriptorare

processedppropriatelyby the kernel: for example,a

TLS implementationmight constructa datarecordand

simply write() it to the soclet (one datacopy andker-

nel crossing)only to have the kernelpassit to the OCF

for processingyeforeactually passingit on to TCP for

transmissionThisrequiressomedisciplineby theappli-

cation,which mustsetthe stateon the soclet andonly

write() appropriately-formattedecord,aswell assome
supportin the kernelto decodeincoming TLS or SSH

framesfor processingy the OCF beforepassingthem

onto theapplication.

Another potentialapproachis to do “page sharing” of
data buffers; when a requestis given to /dev/crypto,
the kernelremovesthe pagefrom the process address
spaceandmapsit in its own. Whentherequesis done,
the kernel re-mapsthe pageback to the processs ad-
dressspaceavoiding all datacopying. This workswell
aslong as/dev/crypto remainsa synchronousnterface.
If processesre allowed to have multiple pendingre-
guests,accesseso that pagewhile it is being shared
with the kernelmustbe caughtand handled,similar to
theway copy-on-write of memorypagesds handled.An
alternatve is to block any processthat tries to access
suchpinned-davn pageauntil thecryptorequests com-
pleted. Obviously, pagesthat are sharedbetweenpro-
cessegan causesimilar problemseven in the current
modeof operation. Operationghat crosspagebound-
ariesalsohave to be dealtcarefully.

7 Conclusions

We presentedhe OpenBSDCryptographid-rameavork
(OCF),aservicevirtualizationlayerimplementednside
thekernelthatprovidesuniformaccesso cryptographic
hardware acceleratoicardsby hiding card-speci cde-
tails behinda carefully designedAPI. Otherkernelsub-
systemsand userlevel processesanusethe API with
symmetricandasymmetricalgorithms.The OCF offers
several other features,such as load-balancing session
migration,andalgorithm-chaining.

Our performanceevaluation demonstratedhe OCF's
ability to utilize available acceleratorgo within 95%
of their peakperformance.This validatesour decision
to designfor easeof useby applicationsand seamless

supportfor new acceleratorspver a device-speci ¢ ap-
proachwhich shouldbeableto fully utilize thatdevice's
capabilities. In addition, we demonstratecaggreyate
(acrossseveral concurrentapplications)throughputfor
3DESencryptionin excessof 800 Mbps. Furthermore,
useof hardwareacceleratorganremove contentionfor
theCPUandthusimproveoverallsystenresponsieness
andperformancdor unrelatedasks.

Ourevaluationalsoallowedusto determinghatthelim-
iting factorfor high-speedryptographyin modernsys-
temsis datacopying and the PCI bus. Furthermore,
smalldata-luffersshouldbeprocesseth software,free-
ing hardwareaccelerator$o handlelarger requestghat
betteramortizethe systemand PCI transactioncosts.
On the otherhand,multi-threadingresultson increased
utilization of the OCF, improving aggregate through-
put. We maderecommendationor future directions
in architecturalplacemenif cryptographicfunctional-
ity, operatingsystemprovisions,andapplicationdesign,
anddiscussedseveral improvementsand promisingdi-
rectionsfor futurework.

Acknowledgements

Bob Beck and Markus Friedl helped with numerous
OpenSSLintegration issueswe faced, since the “en-

gine” code we required was unreleased. Bob also
wrotethe rst working OpenSSlengineinterfacingwith

/ dev/ crypt 0. Markus helpedwith regressiontests
to ensurethat / dev/ cr ypt o operationwas correct.
JonatharSmith and Sotiris loannidisprovided valuable
commentandinsights.SamLef er adaptedhe OCFto

theFreeBSDkernel.We would alsolik e to thankPatrick

McDanielfor providing high-qualityshepherdingf this

paper

We are grateful to Global TechnologiesGroup, Inc.
(GTGI) for providing uswith two XL-Crypt (Hifn 7811)
boards,one Hifn 6500 referenceboard, and one Hifn

78l14referenceboard. We arealsogratefulto Network
SecurityTechnologiesinc. (NETSEC)for providing us
with two Hifn 7751boards,oneBroadcom5820board,
andtwo Broadcom5805boards.In addition,NETSEC
fundedpart of the original developmentof the device-
supportsoftware.

Part of this work wassupportecby DARPA andthe Air
Force ResearcH_aboratory Air Force Material Com-
mand, USAF, underagreemennumberF30602-01-2-
0537.



References

[1]

(2]

3]

[4]

[5]

[6]

[7]

(8]

[9]

[10]

[11]

[12]

C. Adams. IndependentData Unit Protection
GenericSecurityServiceApplication Programin-
terface (IDUP-GSS-API). RFC 2479, December
1998.

A. G. BrosciusandJ. M. Smith. Exploiting Paral-
lelismin Hardwarelmplementatiorof theDES. In
Proceedings of the Crypto Conference, pages367—
376,August1991.

K. Claffy, G. Miller, andK. Thompson. The na-
tureof thebeast:Recentraf c measurementfsom
anInternetbackbone.In Proceedings of the ISOC
INET Conference, July 1998.

C. Coarfa, P. Druschel,and D. Wallach. Perfor
manceAnalysisof TLS Web Seners. In Proceed-
ings of the Network and Distributed Systems Secu-
rity Symposium (NDSS), February2002.

T. de Raadt,N. Hallgvist, A. Grabavski, A. D.
Keromytis, and N. Provos. Cryptographyin
OpenBSD:An Overvien. In Proceedings of the
USENIX Annual Technical Conference, Freenix
Track, page€93—-101,Junel1999.

D. Dean,T. Berson M. Franklin,D. Smettersand
M. Spreitzer Cryptologyasa Network Service.In
Proceedings of the Network and Distributed Sys-
tem Security Symposium (NDSS), February2001.

P. Druschel M. B. Abbott, M. A. Pagels,andL. L.
Peterson.Network subsystendesign. IEEE Net-
work, 7(4):8-17 July 1993.

D. C. FeldmeierandP. R. Karn. UNIX Passverd
Security- Ten YearsLater. In Proceedings of the
Crypto Conference, pages44—63,August1990.

P. Gutmann. The Designof a CryptographicSe-
curity Architecture. In Proceedings of the 8th
USENIX Security Symposium, August1999.

P. Gutmann. An Open-sourceCryptographicCo-
processar In Proceedings of the 9th USENIX Se-
curity Symposium, August2000.

J. Kay and J. Pasquale. The Importanceof Non-
Data Touching ProcessingOverheadsn TCP/IP.
In Proceedings of the ACM SIGCOMM Confer-
ence, page259-269 Septembed 993.

S.KentandR. Atkinson. SecurityArchitecturefor
thelnternetProtocol. RFC2401,November1998.

[13] A. D.KeromytisJ.loannidis,andJ.M. Smith.Im-
plementinglPsec. In Proceedings of Global In-
ternet (GlobeCom), pages1948-1952November
1997.

RSA Laboratories PKCS #11: Cryptographic To-
ken Interface Standard, Version 2.01, December
1997.

[14]

[15] M. LindemannandS. W. Smith. Improving DES
Coprocessoi hroughputfor ShortOperations.In
Proceedings of the 10th USENIX Security Sympo-

sium, pagess7-81,August2001.

[16] J.Linn. GenericSecurityServiceApplicationPro-

gramminglnterface.RFC2078,Januaryl997.

[17] Microsoft Corporation. Microsoft Cryptographic
Application Programming Interface (CryptoAPl),
seconddition,Decemberl998.

[18] S.Miltchev, S.loannidis,andA. D. Keromytis. A
Study of the Relative Costsof Network Security
Protocols. In Proceedings of the USENIX Annual
Technical Conference, Freenix Track, pagest1-48,
June2002.

[19] The OpenGroup. Common Data Security Archi-
tecture (CDSA), secondedition,May 1999.

[20] C. Pu, H. Massalin,J. loannidis,and P. Metzger
The SynthesisSystem. Computing Systems, 1(1),
1988.

C.B. S.andJ. M. Smith. Hardware/Softvare Or-
ganizationof a High-PerformancéATM Host In-
terface. IEEE Journal on Selected Areas in Com-
munications (Special Issue on High Speed Com-
puter/Network Interfaces), 11(2):240-253Febru-
ary 1993.

[21]

[22] J. M. Smith. PracticalProblemswith a Crypto-
graphicProtectionScheme.In Proceedings of the

Crypto Conference, pages64—73,August1990.

J.M. SmithandC. B. S. Traw. Giving Applica-
tions Accessto Gb/sNetworking. IEEE Network,
7(4):44-52 July 1993.

J.M. Smith,C.B. S.Traw, andD. J.Farber Cryp-
tographicSupportfor a Gigabit Network. In Pro-
ceedings of INET, pages229-237,Junel992.

[23]

[24]

[25] V. Smyslo. SimpleCryptographid®rograminter-
face(CryptoAPI). RFC2628,Junel1999.

[26] CrossOrganizationCAPI Team. Security Service
API: Cryptographic APl Recommendation, Up-
dated and Abridged Edition. National Security
Agengy, July 1997.



Appendix A: OCF Kernel API

e int32_t crypto_get_driverid();
int crypto_register();
int crypto_kregister();
int crypto_unregister();

Usedby device driversto registerandunregistersymmetricandasymmetricalgorithmsupportwith the OCE
¢ void crypto_done();

void crypto_kdone();

Calledby device driverson completionof areques{symmetricandasymmetricrespectiely).

e int crypto_newsession();

Calledby consumersf cryptographicservicegsuchasthelPsecstack)thatwishto establistanew sessiorwith
the framewvork. On successthe rst agumentwill containthe Sessioridenti er (SID). The secondargument
containsall the necessarynformationfor the driverto establishthe sessior{keys, algorithms,offsets,etc. The
third argumentindicateswhetheronly hardwareacceleratioris acceptable.

e int crypto_freesession();

Calledto disestablista previously-establishedession.

e int crypto_dispatch();
Calledto processarequestencapsulateth its only agument.Thevarious elds in thatstructurecontain:

— TheSID.
— Thetotal lengthin bytesof the buffer to be processed,
— Thetotal lengthof theresult,which for symmetriccryptooperationswill bethe sameastheinputlength.

— Thetype of input buffer, asusedin the kernelmalloc() routine. Thiswill beusedif theframeavork needs
to allocatea new buffer for theresult(or for re-formattingtheinput).

— Theroutinethatthe OCFshouldinvoke uponcompletionof the requestwhethersuccessfubr not.

— Theerrortype,if ary errorswereencounteredf theEAGAIN errorcodeis returnedthe SID haschanged.
The consumeshouldrecordthe new SID anduseit in all subsequentequests.In this case the request
maybere-submittedmmediately This mechanisnis usedby theframewvork to performsessiommigration
(move a sessiorfrom onedriver to anotherbecausef availability, performanceor otherconsiderations).

— A bitmaskof ags associatedvith this request.Currently theonly ag de nedis CRYPTO_F_IMBUF,
whichindicatesthattheinputbuffer is anmbuf chain.

— Theinput andoutputbuffers. Theinput buffer may be anmbuf chainor a contiguousbuffer (asidenti ed
by the ags). Theoutputbuffer will be of the sametype.

— A pointerto opaquedata. This is passedhroughthe crypto framewvork untouchedandis intendedfor the
invoking applications use.

— A linked list of operationdescriptorswhich indicate what operationsshould be applied,and in what
sequenceto theinput data. The descriptorsandicatewhereeachoperationshouldstart,the length of the
datato be processedyhereon the outputbuffer shouldthe resultsbe placed the key materialto be used,
andvariousoperation-speci cags (e.g., whatlnitialization Vectorto usefor CBC-modeencryption).

e int crypto_kdispatch();
Similarto crypto_dispatch(), for public-key operations.



